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Abstract—Distributed storage systems provide reliable access
to data through redundancy spread over individually unreliable
nodes. Application scenarios include data centers, peeotpeer
storage systems, and storage in wireless networks. Storirdata
using an erasure code, in fragments spread across nodes, ees
less redundancy than simple replication for the same level
of reliability. However, since fragments must be periodicdy
replaced as nodes fail, a key question is how to generate emnleal
fragments in a distributed way while transferring as little data
as possible across the network.

For an erasure coded system, a common practice to repair
from a single node failure is for a new node to reconstruct
the whole encoded data object to generate just one encoded
block. We show that this procedure is sub-optimal. We introdice

. . . Fig. 1. The repair problem: Assume that a (4,2) MDS erasude ¢® used
the notion of regenerating codes, which allow a new node to to generate 4 fragments (stored in nodes. ..z?*) with the property that

communicate functions of the stored data from the surviving any2 can be used to reconstruct the original dgtay?. When noder? fails,

nodes. We show that regenerating codes can significantly re- and a newcomer® needs to generate an erasure fragment fidm . . 22,
duce the repair bandwidth. Further, we show that there is a what is the minimum amount of information that needs to be roomicated?

fundamental tradeoff between storage and repair bandwidth
which we theoretically characterize using flow arguments oran

gppropriately co_nstructeq graph. By invoking ponstructive results file of size M into k pieces (to be called fragments), each
in network coding, we introduce regenerating codes that can ’

achieve any point in this optimal tradeoff. of size /\/l/_k, encc_)de them intcn_ encod(_ad fragments (of
Keywords: Distributed Storage, Network Coding, Regenerat the same size) using am, k) maximum distance separable
ing Codes, Peer-to-peer Storage. (MDS) code, and store them at nodes. Then, the original
file can be recovered from any setlotoded fragments. This
performance is optimal in terms of the redundancy—religbil
tradeoff becausé: pieces, each of size\/k, provide the

minimum data for recovering the file, which is of sizef.

'_I'he purpose of distributeq Storage syst_ems is to store d%@veral designs [8], [4], [5] use erasure codes instead of
reliably over long periods of time using a distributed calien replication. For certain cases, erasure coding can achieve

of storage nodes which may be individually unreliable. Appl o qers of magnitude higher reliability for the same redurya
cations involve storage in large data centers and peee¢o-pr, i, compared to replication: see, e.g., [9].

storage systems such as OceanStore [3], Total Recall [d], an However, a complication arises: In distributed storage sys

DHash++ [5], that use nodes across the Internet for dis&du (o s yequndancy must be continually refreshed as nodes fai

file storage. In wireless sensor networks, obtaining réiaby |0y the system, which involves large data transferssacr

storage over unreliable motes might be desirable for robygh hepwork. This problem is best illustrated in the simple
data recovery [6], especially in catastrophic scenarids [7  gyample of Fig. 1: a data object is divided in two fragments

In all these scenarios, ensuring reliability requires the i 1 4?2 (say, each of sizaMb) and these encoded into four
troduction of redundancy. The simplest form of redundan Va’gmentSr’l #* of same size, with the property that any

is replication, which is. ad_opted in many practical storag_;(gv0 out of the four can be used to recover the origipaly>.
systems. As a generalization of replication, erasure @d'ﬂlow assume that storage nogé fails and a new node”
offers better storage efficiency. For instance, we can diad newcomer, needs to communicate with existing nodes
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Fig. 2. Example: A repair for a (4,2)-Minimum-Storage Regrmiting Code. All the packets (boxes) in this figure have 8iz&b and each node stores two
packets. Note that any two nodes have four equations thabeamsed to recover the data; , az, b1, ba. The parity packet®, p2, ps are used to create
the two packets of the newcomer, requiring repair bandwadthh.5MB. The multiplying coefficients are selected at random arel éxample is shown over
the integers for simplicity (although any sufficiently lardield would be enough). The key point is that nodes do not $keid information but generate
smaller parity packets of their data, and forward them tonga@comer, who further mixes them to generate two new packigtie that the linear combination
coefficients are recorded in the packet to identify the packenposition.

of size1Mb atz®. In general, if an object of siz&1 is divided from network coding theory and distributed storage systems
in k initial fragments, the repair bandwidth with this strategyn Section Il we introduce the notion of the information flow

is M bits to generate a fragment of siZel/k. In contrast, graph, which represents how information is communicatetl an

if replication is used instead, a new replica may simply b&ored in the network as nodes join and leave the system. In
copied from any other existing node, incurring no bandwidtBection IlI-B we characterize the minimum storage and repai
overhead. It was commonly believed that thigactor over- bandwidth and show that there is a tradeoff between these two
head in repair bandwidth is an unavoidable disadvantage tlqaantities that can be expressed in terms of a maximum flow
comes with the benefits of coding (see, for example, [10Pn this graph. We further show that for any finite information
Indeed, all known coding constructions require access &o tfiow graph, there exists a regenerating code that can achieve
original data object to generate encoded fragments. any point on the minimum storage/ bandwidth feasible region

In this paper we show that, surprisingly, there exist erasu/e computed. In Sectior_1 IV we evalu_ate the performgnce o_f
codes that can be repaired without communicating the whéft¢ Proposed regenerating codes using traces of failures in
data object. In particular, for thel, 2) example, we show that real systems and compare to alternatlye schemes_ previously
the newcomer can communicat&Mb to repair a failure and Proposed in the distributed storage literature. Finalhe t
that this is the information theoretic minimum (see Fig. 2 fd€chnical part of our theoretical analysis can be found & th
an example). More generally, we identify a tradeoff betwedhPPendix.
storage and repair bandwidth and show that codes exist that
achieve every point on this optimal tradeoff curve. We call Il. BACKGROUND AND RELATED WORK
codes that lie on this optimal tradeoff curvegenerating A Erasure codes
codes Note that the tradeoff region computed corrects an error

in the threshold:. computed in [1] and generalizes the result Classical coding theory focuses on the tradeoff between
X : redundancy and error tolerance. In terms of the redundancy-
to every feasible«, ) pair.

) reliability tradeoff, the Maximum Distance Separable (MDS
The two extremal points on the tradeoff curve are of specighdes are optimal. The most well-known family of MDS

interest and we refer to them as minimum-storage regengratbrasyre codes is Reed-Solomon codes. More recent studies
(MSR) codes and minimum-bandwidth regenerating (MBRy erasure coding focus on other performance metrics. For
codes. The former correspond to Maxmju_m D|stanc_e SePastance, sparse graph codes [11], [12], [13] can achieae ne
rable (MDS) codes that can also be efficiently repaired. Ahtimal performance in terms of the redundancy-reliapilit
the other end of the tradeoff are the MBR codes, whighadeoff and also require low encoding and decoding com-
have minimum repair bandwidth. The benefit of the MBRexity. Another line of research for erasure coding in ater
constructions is that if each storage node is allowed toesmdfpplications is parity array codes; see, e.g., [14], [L5B][
slightly more thanM/k bits, the repair bandwidth can be17]. The array codes are based solely on XOR operations and
significantly reduced. they are generally designed with the objective of low eneggli
The remainder of this paper is organized as follows: ldecoding, and update complexities. See also the tutorial by
Section Il we discuss relevant background and related wdpkank [18] on erasure coding for storage applications.



Compared to these studies, this paper focuses on diffextra replica on one node dilutes the bandwidth-efficierfcy o
ent performance metrics. Specifically, motivated by pcatti erasure codes and complicates system design. For example, i
concerns in large distributed storage systems, we explahe replica is lost, new fragments cannot be created unisl it
erasure codes that offer good tradeoffs in terms of redurygdarrestored. The authors show that in high-churn environments

reliability, andrepair bandwidthtradeoff. (i.e., high rate of node joins/leaves), erasure codes @eovi
a large storage benefits but the bandwidth cost is too high
B. Network Coding to be practical for a P2P distributed storage system, using

at\?e Hybrid strategy. In low-churn environments, the reaturct

Network coding is a generalization of the convention bandwidth i licibl d h i
routing (store-and-forwarding) method. In conventioraitr M bandw! th is neg 'gibe. In mo erate-churn e!'lwronnsent
' there is some benefit, but this may be outweighed by the

ing, each |ntermeQ|ate nqde in the network: simply Stor%lsdded architectural complexity that erasure codes intredu
and forwards the information received. In contrast, nekwor ; . .

. . . as discussed further in Section IV-E. These conclusiong wer
coding allows the intermediate nodes to generate outpat d

. . . . g . ased on an analytical model augmented with parameters
by encoding (i.e., computing certain functions of) prewgigu . .
. X : . . estimated from traces of real systems. Compared with [9], [1
received input data. Thus, network coding allows inforomati

o - . . used a much smaller value @f (7 instead of32) and the
to be “mixed” at intermediate nodes. The potential advan; | . .
. S ybrid strategy to address the code regeneration problem. |
tages of network coding over routing include resource (e.

bandwidth and power) efficiency, computational efficieraryd Section IV, we follow the evaluation methodology of _[10] to
; . .measure the performance of the two redundancy maintenance

robustness to network dynamics. As shown by the pioneering. . < that we introduce
work of Ahlswede et al. [19], network coding can achieve the '
cut-set bound throughput for the multicasting case.

Subsequent work [20], [21] showed that linear network
codes suffice for the multicasting problem. The studies by HoOur analysis is based on a particular graphical represen-
et al.[22] and Sanderst al. [23] further showed that randomtation of a distributed storage system, which we refer to as
linear network coding over a sufficiently large finite fieldhcaan information flow graphG. This graph describes how the
(asymptotically) achieve the multicast capacity. A polyrial information of the data object is communicated through the
complexity procedure to construct deterministic netwarkles network, stored in nodes with limited memory, and reaches
that achieve the multicast capacity is given by Jaggil.[24]. reconstruction points at the data collectors.

For distributed storage, network coding was introduced
in [25], [6] for wireless sensor networks. Many aspects f |nformation Flow Graph

coding were explored [7], [26], [27], [28] for networked The information flow graph is a directed acyclic graph

storage applications. - . i .
Compared to previous studies of network coding, this papc?nSIStIng of three kinds of nodes: a single data sodice

investigates the application of network coding for tle@air storage nodes;,,x;,, and data coIIector@_C_l. The single
problem in distributed storage. The consideration of nepar}OdeS_ _corresponds to the source of the original dat_a. Storage
network bandwidth and the notion of code maintenance ov}%?dealnlg g]est?gteemc;jt rii’rﬁsggeq t?l};:esi\?vfgr?o:jnezma?gde
time make the problem very unique. Our central objective 18"’ g b ut

7 » ; ) .
to investigate the fundamental tradeoff between storagke atcnonnected by a directed edgf, — Zout with c_apacny equal

. . 0 the amount of data stored at noileSee Figure 3 for an
repair network bandwidth.

illustration. Jiang [28] independently proposed a cortiiom
o very similar to the information flow graph, but for optimigin
C. Distributed storage systems a different objective.

A number of recent studies [8], [29], [30], [4] have designed Given the dynamic nature of the storage systems that we
and evaluated large-scale, peer-to-peer distributedgtosys- consider, the information flow graph also evolves in time. At
tems. Redundancy management strategies for such systamg given time, each vertex in the graph is eitletive or
have been evaluated in [9], [4], [10], [31], [32]. inactive depending on whether it is available in the network.

Among these, [9], [4], [10] compared replication withAt the initial time, only the source nod® is active; it then
erasure codes in the bandwidth-reliability tradeoff spddee contacts an initial set of storage nodes, and connects io the
analysis of Weatherspoon and Kubiatowicz [9] showed thaiputs &;,) with directed edges of infinite capacity. From
erasure codes could reduce bandwidth use by an ordertluf point onwards, the original source nofiebecomes and
magnitude compared with replication. Bhagwan et al. [4] eamtemains inactive. At the next time step, the initially chose
to a similar conclusion in a simulation of the Total Recaktorage nodes become now active; they represent a distlibut
storage system. erasure code, corresponding to the desired state of thensyst

Rodrigues and Liskov [10] propose a solution to the repdira new nodej joins the system, it can only be connected
problem that we call thélybrid strategy one special storage with active nodes. If the newcomer chooses to connect
node maintains one full replica in addition to multiple engés  with active storage nodg then we add a directed edge from
coded fragments. The node storing the replica can produég, to x/,,, with capacity equal to the amount of information
new fragments and send them to newcomers, thus transferrognmunicated from nodeto the newcomer. Note that it might
just M /k bytes for a new fragment. However, maintaining abe necessary for nodes to communicate more data than they

IIl. ANALYSIS



nodes, sal < n — 1 anda, 3,y = dB are the non-negative
real valued parameters of the repair process.

Theorem 1:For any a« > a*(n,k,d,v), the points
(n,k,d,a,~) are feasible, and linear network codes suffice
to achieve them. It is information theoretically impossilib
achieve points withv < o*(n, k, d, ). The threshold function
a*(n,k,d,~) is the following:

M

M o)
a*(n,k,dﬁ)—{ M [£(0), +0)

@ fi—n),

v E
Y E
Fig. 3. lllustration of the information flow grap§ corresponding to the Where
(4,2) code of figure 1. A distributed storage scheme use$ia®) erasure oMd
code in which any fragments suffice to recover the original data. If nade f(z) é (2)
becomes unavailable and a new node joins the system, we oesmhstruct (2k —i—1)yi+ Qk(d —k+ 1)’
new encoded fragment in®. To do so, nodec?n is connected to thd = 3 9 — O + i+ 1)i
active storage nodes. Assumifgits communicated from each active storage g(z) ( — +et )Z (3)

2d ’

node, of interest is the minimu required. The min-cut separating the source
and the data collector must be larger th&ut = 2Mb for reconstruction to . L. .
be possible. For this graph, the min-cut value is givenlby 23, implying Whered < n — 1. For d,n,k given, the minimum repair
that 3 > 0.5Mb is sufficient and necessary. bandwidth is

1>

2Md
. L . Ymin = f(k—1) = 7o——5—.
store during repair, (i.ed3 > «) as in the example of the 2kd — k%2 + k

(4,2)-erasure code. If a node leaves the system, it becomes

inactive. Finally, a data collect@C is a node that corresponds.l_he complete proof of this theorem is given in the Appendix.

to a request to reconstruct the data. Data collectors c<bmtmec0ne important observation is that the minimum repair band-
subsets of active nodes through edges with infinite capaci%idth ~ = df is a decreasing function of the numbgrof

An important notion associated with the information ﬂov‘ﬁodes that participate in the repair. While the newcomer-com
graph is that of minimum cuts: A (directed) cut in the graph P P pair.

. ‘ municates with more nodes, the size of each communicated
between the source and a fixed data collector nodzC is a ackets becomes smaller fast enough to make the proddct
subset”' of edges such that, there is no directed path startify g P

from S to DC that does not have one or more edge€§’'inThe d%_?;]eea;i{.? d'g;rsf ;’erséigﬁ ;hse.rsezﬁgi trr?;nlcrgg(ljﬁfanr_ rlc;blem
minimum cut is the cut betwee®randDC in which the total nl u ySIS| pairp

sum of the edge capacities is smallest can be mapped to a multicasting problem on the information
' flow graph. Building on known results on network coding
for multicasting, code repair can be achieved if and only if
B. Storage-Bandwidth Tradeoff the underlying information flow graph has sufficiently large
We are now ready for the main result of this papemin-cuts. This condition leads to the repair rates compirted
the characterization of the feasible storage-repair badtbw Theorem 1, and when these conditions are met, deterministic
points. The setup is as follows: The normal redundancy wegenerating codes can be found (for a fixed number of fail-
want to maintain requires active storage nodes, each storingres) using the algorithm by Jaggi et al. [24]. Further, $émp
a bits. Whenever a node fails, a newcomer communicgtesrandom linear combinations will suffice with high probatyili
bits each from any surviving nodes. Therefore the total repains the field size over which coding is performed grows, as
bandwidth isy = d3 (see figure 3). We restrict our attentiorshown by Ho. et al. [22]. The bulk of the technical analysis of
to the symmetric setup where it is required that arstorage the proof involves computing the minimum cuts on arbitrary
nodes can recover the original file, and a newcomer receiggphs inG(n, k, d, ., v) and solving an optimization problem
the same amount of information from each of the existinigr minimizing « subject to a sufficient flow constraint.
nodes. The optimal tradeoff curves fat = 5,n = 10,d = 9 and
For each set of parametefs, k, d, o, ), there is a family k¥ = 10,n = 15,d = 14 are shown in Figure 4 (top) and
of information flow graphs, each of which corresponds t(bottom), respectively.
a particular evolution of node failures/repairs. We denote
this family of directed acyclic graphs b§(n, k,d, ., y). An
(n, k,d, a,~) tuple will be feasible, if a code with storage
and repair bandwidthy exists. For the example in figure 3,
the point (4,2, 3, 1Mb, 1.5Mb) is feasible (and a code that We now study two extremal points on the optimal tradeoff
achieves it is shown in figure 2) and also on the optimalirve, which correspond to the best storage efficiency and
tradeoff whereas a standard erasure code which commusicaélbte minimum repair bandwidth, respectively. We call codes
the whole data object would correspondite= 2Mb instead. that attain these points minimum-storage regeneratingRMS
Note thatn, k, d must be integers, if there is one failure theodes and minimum-bandwidth regenerating (MBR) codes,
newcomer can connect to at most to all the- 1 surviving respectively.

(4)

C. Special Cases: Minimum-Storage Regenerating (MSR)
Codes and Minimum-Bandwidth Regenerating (MBR) Codes
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Fig. 4. Optimal tradeoff curve between storagend repair bandwidth, for k = 5,n = 10 (left) andk = 10, n = 15 (right). For both plotsM = 1 and
d =n — 1. Note that traditional erasure coding corresponds to thetp¢y = 1, = 0.2) and (y = 1, « = 0.1) for the top and bottom plots.



From Theorem 1, it can be verified that the minimum We begin in Section IV-A with a discussion of node dynam-

storage point is achieved by the pair ics and the objectives relevant to distributed storageesyst
M Md namely reliability, bandwidth, and disk space. We introgluc
(amsr, YMSR) = <7, m) . (5) the model in Section IV-B and estimate realistic values for

its parameters in Section IV-C. Section IV-D contains the
As discussed, the repair bandwidth;sr = dBusr IS @ quantitative results of our evaluation. In Section IV-E, we
decreasing function of the number of nodkthat participate discuss qualitative tradeoffs between regenerating cades
in the repair. Since the MSR codes stéfe bits at each node other strategies, and how our results change the conclusion
while ensuring anyk coded blocks can be used to recovesf [10] that erasure codes provide limited practical benefit
the original file, they are equivalent with standard Maximum
Distance Separable (MDS) codes. If we substitiite & into AN : I
. _.A. Node dynamics and objectives

the above formula, we observe that the total communication _ i ) )
for repair is M, the size of the original file. Therefore, if we [N this section we introduce some background and termi-
only allow a newcomer to contaét nodes, it is inevitable to N0logy which is common to most of the work discussed in
communicate the whole data object to repair one new fragmetction 11-C.
and this is the naive repair method that can be performed toVe draw a distinction betweepermanentand transient
any MDS code. node failures. A permanent failure, such as the permanent

However, if it is possible to for a newcomer to contact mordeparture of a node from the system or a disk failure, results

thank nodes MSR codes can reduce the repair communicatinloss of the data stored on the node. In contrast, data
vask, Which is minimized ford = n — 1 is preserved across a transient failure, such as a reboot or

. temporary network disconnection. We say that a node is
(arrsr, ViiER) = <M, M n- ) ) (6) availablewhen its data can be retrieved across the network.
k koon—Fk Distributed storage systems attempt to provide two types

We Separated th_e/l/k factor in 'Y]\W[?R to illustrate that MSR of re||ab|l|ty aVa.|Iab|||ty and durabl|lty A file isavailable
codes communicate @=L factor more than what they store, awvhen it can be reconstructed from the data stored on cuyrentl
fundamental expansion necessary for MDS constructiorts t@ailable nodes. A file'sdurability is maintained if it has
are optimal on the reliability-redundancy tradeoff. not been lost due to permanent node failures: that is, it may
As a numerical example, fdn, k) = (14, 7), the newcomer De available at some point in the future. Both properties are
needs to communicate onk bits from each of thel = desirable, but in this paper we report results for avaiigbil
n—1 = 13 active storage nodes, making the repair bandwidﬂﬂ')_’- Specifically,_ we will shovvi_ile unavailability, the fraction
equal to22M  required to generate a fragment of size. ~ Of time that the file is not available.
At the other end of the tradeoff are MBR codes, which
have minimum repair bandwidth. It can be verified that the. Model
minimum repair bandwidth point is achieved by

We use a model which is intended to capture the average-
2Md 2Md ) ) case bandwidth used to maintain a file in the system, and

Qkd — k2 +k° 2kd—k2+ K the resulting average availability of the file. With minor

Note that the minimum bandwidth regenerating codes, thre sto
age sizev is equal toy, the total number of bits communicate
during repair. If we set the optimal valde= n — 1, we obtain

(aMBRa 'YMBR) = (

xceptionsthis model and the subsequent estimation of its
arameters are equivalent to that of [10]. Although thidweva
ation methodology is a significant simplification of realrsige
systems, it allows us to compare directly with the conclasio
(apin  ymin ) _ <M S 2n—-2 M 2n-2 ) _ of [10] as well as to calculate precise values for rare events
T k 2n—k—-1 k 2n—k-1 The model has two key parameters,and a. First, we
(8) assume that in expectation a fractignof the nodes storing

Therefore MBR codes incur no repair bandwidth expansion ¢ data fail permanently per unit time, causing data trarssf
all, just like a replication system does, communicatingotiya to repair the lost redundancy. Second, we assume that at any

the amount of information stored during a repair. Howevdliven time while a node is storing data, the node is available

MBR codes require an expansion facgéﬁn_ﬁl in the amount With some probability: (and with probabilityl —a is currently

of stored information and are no longer optimal in terms §XPeriencing a transient failure). Moreover, the modeliaes
their reliability for the given redundancy. that the event that a node is available is independent of the

availability of all other nodes.
Under these assumptions, we can compute the expected
availability and maintenance bandwidth of various reduntgla

In this section, we compare regenerating codes with othgthemes to maintain a file 0¥ bytes. We make use of the
redundancy management schemes in the context of dis-
tributed storage systems. We follow the evaluation method-in addition to evaluating a larger set of strategies andgusirsomewhat
ology of [10]’ which consists of a simple analytical modejifferent set of traces, we count bandwidth cost due to peemianode failure
. ..., .only, rather than both failures and joins. Most designs [88] can avoid
whose parameters are obtained from traces of node aVHyab'feacting to node joins. Additionally, we compute probaiedi directly rather

measured in several real distributed systems. than using approximations to the binomial.

IV. EVALUATION



fact that for all schemes except MSR codes, the amountgihgs sent to it in that interval succeeded. In a number
bandwidth used is equal to the amount of redundancy that hafdperiods, all or nearly all PlanetLab nodes were down,
to be replaced, which is in expectatigntimes the amount of most likely due to planned system upgrades or measurement
storage used. errors. To exclude these cases, we “cleaned” the trace as
Replication: If we storeR replicas of the file, then we storefollows: for each period of downtime at a particular node,
a total of R - M bytes, and in expectation we must replaceie remove that period (i.e. we consider the node up during
f+R - M bytes per unit time. The file is unavailable if nothat interval) when the average number of nodes up during
replica is available, which happens with probability— ). that period is less than half the average number of nodes up
Ideal Erasure Codes:For comparison, we show the bandever all time. TheMicrosoft PCs [35] trace is derived from
width and availability of a hypotheticaln, k) erasure code hourly pings to desktop PCs within Microsoft Corporation.
strategy which can “magically” create a new packet whil€he Skype superpeers [36jrace is based on application-level
transferring justM/k bytes (e, the size of the packet). pings at 30-minute intervals to nodes in the Skype superpeer
Settingn = k - R, this strategy send$ - R - M bytes per network, which may approximate the behavior of a set of
unit time and has unavailability probabilit¥/igea(n, k) := well-provisioned endhosts, since superpeers may be edlect
lecfl n ai(1 — a)yi, in part based on bandwidth availability [36]. Finally, thade
=0\ i of Gnutella peers [37]is based on application-level pings to
Hybrid: If we store one full replica plus afn, k) erasure ordinary Gnutella peers at 7-minute intervals.
code wheren = k- (R — 1), then we again stor® - M We next describe how we derivgé and « from these
bytes in total so we transfef - R - M bytes per unit time in traces. It is of key importance for the storage system to
expectation. The file is unavailable if the replica is untal@e distinguish between permanent and transient failuresn@eefi
and fewer thank erasure-coded packets are available, whigR Section IV-A), since only the former requires bandwidth-
happens with probabilityl — a) - Uidea(n, k). intensive replacement of lost redundancy. Most systemsause
Minimum-Storage Regenerating CodesAn (n, k) MSR  timeoutheuristic: when a node has not responded to network-
Code with redundancR = n/k storesRM bytes in total, so |evel probes after some period of timeit is considered to
[+R-M bytes must be replaced per unit time. As mentioneflave failed permanently. To approximate a storage system’s
we refer to theoverheadof an MSR codejy sk as the extra pehavior, we use the same heuristic. Node availabilitis
amount of information that needs to be transfered comparg@n calculated as the mean (over time) fraction of nodes

to the fragment sizeM /k: which were available among those which were not considered
A (m—=1)Busg n—1 permanently failed at that time.
dmsr = Mk i 9) The resulting values of anda appear in Table I, where

) ) ) we have fixed the timeout at 1 day. Longer timeouts
Therefore, replacing a fragment requires transferring tve oqyce overall bandwidth costs [10], [33], but begin to ictpa

network dvsr times the size of the fragment in the mosfrapility [33] and are more likely to produce artificial efts
favorable case when newcomers connectdto= n — 1, the short ¢.5-day) Gnutella trace.

nodes to construct a new fragment. Therefore, this results i \ye emphasize that the procedure described above only
f+R - M- dusr bytes sent per unit time, and unavailabilityyroyides an estimate of and a which may be biased in
Uidea,'(f‘v k). ) . o _ several ways. Some designs [33] reincorporate data on nodes
~ Minimum-Bandwidth Regenerating Codes: Similarly, it \yhich return after transient failures which were longerttize

is convenient to define the MBR code overhead as the amoyfteouts, which would reducef. Additionally, even placing

of information transfered over the ideal fragment size: files on uniform-random nodes results in selecting nodess tha
5 A (n—1)Bupr _ 2(n—1) 10 are more available [31] and less prone to failure [32] than
MBR = Mk T o _k_1° (10)  the average node. Finally, we have not accounted for the

. time needed to transfer data onto a node, durin hich it
Therefore, ann, k) MBR Code storesM - n - dugr bytes in : uring which 1

LSO | . M 5 b ¢ dis effectively unavailable. However, we consider it unlike
total. So in expectatiorf - M - n - dwgr bytes are transfered s yhese biases would impact our main results since we
per unit time, and the unavailability is agaifyeal(n, k).

are primarily concerned with theslative performance of the
strategies we compare.

C. Estimatingf anda

In this section we describe how we estimdtethe fraction D. Quantitative results
of nodes that permanently fail per unit time, amdthe mean  Figure 5 shows the tradeoff between mean unavailability
node availability, based on traces of node availabilityemesal and mean maintenance bandwidth in each of the strategies of
distributed systems. Section IV-B using the values of anda from Section IV-C

We use four traces of node availability with widely varyingndk = 7. Feasible points in the tradeoff space are produced
characteristics, summarized in Table I. TRé&anetLab All by varying the redundancy fact®. The marked points along
Pairs Ping [34] trace is based on pings sent evéfyminutes each curve highlight a subset of the feasible points (i@ntp
between all pairs o200-400 nodes in PlanetLab, a stablefor which n is integral).
managed network research testbed. We consider a node tBigure 6 shows that relative performance of the various
be up in onel5-minute interval when at least half of thestrategies is similar fok = 14.



Trace Length Start Mean # i a
(days) date nodes up | (fraction failed per day)
PlanetLab 527 Jan. 2004 303 0.017 0.97
Microsoft PCs 35 Jul. 6, 1999 41970 0.038 0.91
Skype 25 Sept. 12, 2005 710 0.12 0.65
Gnutella 2.5 May, 2001 1846 0.30 0.38
TABLE |

THE AVAILABILITY TRACES USED IN THIS PAPER.

1 T T T 1 T T T T T
) 0.1 - 14 o 0.1 e
Qo Qo
° <
3 0.01 - | E ‘s 0.01 b
8 8
Q 0.001 - E;ﬁ B Q 0.001 - B
] i %)
8 0.0001 b, b o 0.0001 5 -
© % [
k=) Y g =)
o 1le-05 :':‘ - E o 1e-05 o E
1le-06 L L L 1le-06 L L —
0 0.5 1 15 2 0 0.5 1 15 2 25 3
Aggregate bandwidth in KB/s per 1 GB file Aggregate bandwidth in KB/s per 1 GB file
(a) PlanetLab trace (b) Microsoft PCs trace
1 T T 1 T T
) 0.1 - 14 o 0.1 .
Q Q =t
o ] =
5 0.01 ; . T 0.01 S
z . - =
S 0001 . 4 & o001} . .
. . X
@2 = K%} Replication
8 0.0001 B o 0.0001  MSR Codes -
S S VBR Codes
e 1e-05 |- : ] e 1e-05 I | jeal Erasure —+ g
1e-06 1 1 Yo 1 1e-06 1 1 1 1 1 1 N
0 2 4 6 8 10 12 0 5 10 15 20 25 30 35
Aggregate bandwidth in KB/s per 1 GB file Aggregate bandwidth in KB/s per 1 GB file
(c) Skype superpeers trace (d) Gnutella peers trace

Fig. 5. Availability-bandwidth tradeoff fok = 7 with parameters derived from each of the traces. The key)irglies to all four plots.

For conciseness, we omit plots of storage used by thiybrid (000059 vs. 0.00018).
schemes. However, disk usage is proportional to bandwidthOne interesting effect apparent in the plots is that MSR
for all schemes we evaluate in this section, with the exoepticodes’ maintenance bandwidth actuatlgcreasesas the re-
of minimum storage regenerating codes. This is because M8hdancy factoR increases, before coming to a minimum and
codes are the only scheme in which the data transferred ontihan increasing again. Intuitively, while increasiRgncreases
newcomer is not equal to the amount of data that the newconties total amount of data that needs to be maintained, forlsmal
finally stores. Instead, the storage used by MSR codes id eqRathis is more than compensated for by the reduction in
to that of the storage used by hypothetical ideal erasures;odoverhead. The expected maintenance bandwidth per unit time
and hence MSR codes’ space usage is proportional to fbe
bandwidth used by |de§1| codes. FMR Sysr f/\/lﬁn 1. (11)

For example, from Figure 5(b) we can compare the strate- kn—k
gies at their feasible points closest to unavailabilitho01, |t is easy to see that this function is minimized by selecting
i.e., four nines of availability. At these points, MSR codes® ne of the two integers closest to
about44% more bandwidth and8% less storage space than
Hybrid, while MBR codes use abo8t7% less bandwidth and Nopt = k + Vk2 — k. (12)
storage space than Hybrid. Additionally, these feasibliatpo
give MSR and MBR codes somewhat better unavailability thawhich approaches a redundancy factoRdas k — oo.
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Fig. 6. Availability-bandwidth tradeoff fok = 14 with parameters derived from each of the traces.

E. Qualitative comparison overhead that could be significant for sufficiently smallsfiter
Hfficiently largen. Perhaps more importantly, there is a factor

In this section we discuss two questions: First, based § . . .
the results of the previous section, what are the qualiiati%'\"BR increase in total data transferredrimdthe file, roughly

: : 0% for a redundancy factoR = 2 andk = 7 or 13% for
advantages and disadvantages of the two extremal regiegeral,’ . o . -
codes compared with the Hybrid coding scheme? Second, ‘d0- 4, Thus, if the frequency that a file is read is sufficiently

hoh dk is sufficientl Il, this ineffici Id b
our results affect the conclusion of Rodrigues and Liskd] [1 Igh andx IS sufliciently small, This in€fliciency could become
that erasure codes offer too little improvement in bandwidt’

nacceptable. Again compared with Hybrid, MSR codes offer

use to clearly offset the added complexity that they add éo tf simpler, symmetric_ system gles_|_gn and somewhat lower

storage space for the same reliability. However, MSR codes

system? have somewhat higher maintenance bandwidth and like MSB
1) Comparison with Hybrid:Compared with Hybrid, for g

. S - . . codes require that newcomers and data collectors connect to
a given target availability, minimum bandwidth regenergti

. . : multiple nodes.
codes offershghtly lower ma|_ntenance _bandmdth and gieja Rodrigues et al. [10] discussed two principal disadvan-
and a simpler system architecture since only one type of : ; ; oY )
o : .tages of using erasure codes in a widely distributed system:
redundancy needs to be maintained. An important practicar,. . : . .
; . . . ! coding—in particular, the Hybrid strategy—complicateg th
disadvantage of using the Hybrid scheme is asymmetric desi . . . . .
) : stem architecture; and the improvement in maintenance
which can cause the disk 1/0 to become the bottleneck of t . - : . .
) . _ . . andwidth was minimal in more stable environments, which
system during repairs. This is because the disc storinguihe . . .
. e the more likely deployment scenario. Regeneratingsode
replica and generates the encoded fragments need to read_th ' ; . .
: address the first of these issues, which may make coding more
whole data object and compute the encoded fragment.

. .broadly applicable.
However, MBR codes have at least two disadvantages. First, y appi

constructing a new packet, or reconstructing the entire file

requires communcation with, — 1 node$ rather than one )
(in Hybrid, the node holding the single replica). This adds e presented a general theoretic framework that can de-
termine the information that must be communicated to repair

2The scheme could be adapted to connect to fewer thanl nodes, but failures in enCOde_d SyStemS and identified a tradeoff betwee
this would increase maintenance bandwidth. storage and repair bandwidth.

V. CONCLUSIONS
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Certainly there are many issues that remain to be addresgeil . S. Plank, “Erasure codes for storage applicationis” Tu-

before these ideas can be implemented in practical systems.

In future work we plan to investigate deterministic designs
of regenerating codes over small finite fields, the existenpe]
of systematicregenerating codes, designs that minimize the
overhead storage of the coefficients, as well as the impact[ﬁ‘]
node dynamics in reliability. Other issues of interest lago
how CPU processing and disk 1/0 will influence the systefdll
performance, as well as integrity and security for the Iineﬁz]
combination packets (see [38] for a related analysis fotertn
distribution). An online bibliography of recent papers and
preprints that relate to regenerating codes and other gmubl (23]
on coding for distributed storage can be found in [39].

One potential application area for the proposed regemeyati24!
codes is distributed archival storage or backup, where diles
typically large and infrequently read. In such scenaribg, t[25]
regenerating codes potentially can offer desirable trtisléo
terms of redundancy, reliability, and repair bandwidth.

[26]
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VI. APPENDIX

Here we prove Theorem 1. We first start with the following
simple lemma.

Lemma 1:No data collectoDC can reconstruct the initial
data object if the minimum cut iy betweenS and DC is

triple storage node failures,” iIRAST-2005: 4th Usenix Conference onsmaller than the initial object siz#1.

File and Storage TechnologieéSan Francisco, CA), December 2005.

[17] J. L. Hafner, “WEAVER codes: Highly fault tolerant etae codes for

Storage TechnologiegSan Francisco, CA), December 2005.

Proof: The information of the initial data object must be

storage systems,” ifFAST-2005: 4th Usenix Conference on File anocqmmun'c""te.d frqm the ;ource t9 the part'CUIar data calfect
Since every link in the information flow graph can only be
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used at most once, and since the point-to-point capacityHarthermore, there exists an information flow gra@gh
less than the data object size, a standard cut-set boundsshé\n, &, d, «, 3) where this bound is matched with equality.
that the entropy of the data object conditioned on evergthin
observable to the data collector is non-zero and therefore
reconstruction is impossible. [ |

The information flow graph casts the original storage prob-
lem as a network communication problem where the sourc
s multicasts the file to the set of all possible data collecto
By analyzing the connectivity in the information flow graph,
we obtain necessary conditions for all possible storagesod
as shown in Lemma 1. In addition to providing necessary
conditions for all codes, the information flow graph can also
imply the existence of codes under proper assumptions. Fig. 7. G* used in the proof of lemma 2

Proposition 1: Consider any given finite information flow
graphg, with a finite set of data collectors. If the minimumProof: First, we show that there exists an information flow
of the min-cuts separating the source with each data collecgraphG* where the bound (13) is matched with equality. This
is larger or equal to the data object si&é, then there exists a graph is illustrated by Figure 7. In this graph, there argaity
linear network code defined over a sufficiently large finitédfie » nodes labeled from 1 ta. Considerk newcomers labeled as
F (whose size depends on the graph size) such that all data 1,...,n+k. The newcomer node + i connects to nodes
collectors can recover the data object. Further, randainize+i—d, ...,n+i—1. Consider a data collectéthat connects
network coding guarantees that all collectors can recdwer 0 the lastk nodes, i.e., nodes + 1,...,n + k. Consider a
data object with probability that can be driven arbitratiigh cut (U,U) defined as follows. For each € {1,...,k}, if
by increasing the field size. a < (d-— Z)ﬁ, then we iﬂdudex?{ﬁl in U; otﬂerwise, we

Proof: The key point is observing that the reconstructioclude x,* and x},"* in U. Then this cut(U,U) achieves
problem reduces exactly to multicasting on all the possib(&3) with equality.
data collectors on the information flow graghTherefore, the ~ We now show that (13) must be satisfied for aiyformed
result follows directly from the constructive results inwerk by addingd in-degree nodes as described above. Consider a
coding theory for single source multicasting; see the disiin  data collectot that connects to &-subset of “out-nodes”, say
of related works on network coding in Section II-B. m {xX,,: i€ I}. We want to show that any—t cut in G has

To apply Proposition 1, consider an information flow graphapacity at least
G that enumerates all possible failure/repair patterns dind a min{d,k}—1
possible data collectors when the number of failures/repai . .
is bounded. This implies that there exists a valid regeirerat Z min{(d —i)f, a}. (14)
code achieving the necessary cut bound (cf. Lemma 1), which
can tolerate a bounded number of failures/repairs. In @mottPince the incoming edges ofall have infinite capacity, we
paper [2], we present coding methods that construct determ®nly need to examine the cut/, U) with s € U,
istic regenerating codes that can tolerate infinite numifer o i = .
failures/repairs, with a bounded field size, assuming oinéy t Xour €U, Vi € 1. (15)
population of active nodes at any time is bounded. For thet ¢ denote the edges in the cut, i.e., the set of edges going
detailed coding theoretic construction, please refer{o [2  from U to T.

We analyze the connectivity in the information flow graph gyery directed acyclic graph has a topological sorting,(see
to find the minimum repair bandwidth. The next key lemma ¢ [40]), where a topological sorting (or acyclic ordeiis
characterizes the flow in any information flow graph, undejh ordering of its vertices such that the existence of an edge
arbitrary failure pattern and connectivity. from v; to v; impliesi < j. Letx},, be the topologically first

out

Lemma 2:Consider any (potentially infinite) information gytput node inl’. Consider two cases:
flow graphG, formed by havingr initial nodes that connect
directly to the source and obtainbits, while additional nodes
join the graph by connecting iexisting nodes and obtaining
3 bits from eacl?. Any data collectort that connects to &-
subset of “out-nodes” (c.f. Figure 3) ¢f must satisfy:

=0

. If x}, € U, then the edge], x., . must be inC.
. If x}, € U, sincex, has an in-degree of and it is the
topologically first node in, all the incoming edges of

1 .
X;, must be inC.

‘ Therefore, these edges relatedxfg, will contribute a value
. min{d,k}—1 . , of min{dp, a} to the cut capacity.
mincufs,t) > Y min{(d—i)F.a}.  (13)  Now consider?, ,, the topologically second output node in

out?

=0 U. Similar to the above, we have two cases:
SNote that this setup allows more graphs than thosg(in, k, d, a, 3). In « If x2, € U, then the edge? x2,, must be inC.

a graph inG(n, k, d, a, 3), at any time there are active storage nodes and | |f XZZH € U, since at most one of the incoming edges of

a newcomer can only connect to the active nodes. In conirast,graphG 2 be f I . d %1
described in this lemma, there is no notion of “active nodes! a newcomer Xi, can be fromx,,,, d — 1 Incoming edges ok;,, must

can connect to any existing nodes. be inC.
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Following the same reasoning we find that for théh node The optimization (18) can be explicitly solved: We call the
(i =0,...,min{d, k} —1) in the sorted sel/, either one edge solution, the threshold function*(d, v), which for a fixedd,
of capacitya or (d — i) edges of capacity must be inC. is piecewise linear:

Equation (13) is exactly summing these contributions. B M € [£(0), +00)
From Lemma 2, we know that there exists a graph e a*(d,vy) = { 7 (i)y 7 K (20)
G(n, k,d,a, 8) whose mincut is exactly o 7 ELf@, fE-1)),
min{d,k}—1 where M
min{(d — i), a}. ) 2 21
; H B} 1@ 2k —i—1)i+2k(d—k+1)’ (21)
This implies that if we want to ensure recoverability while g(7) 2 (2d—2k+i+ 1)2. (22)

2d
The last part of the proof involves showing that the threghol
function is the solution of this optimization. To simplify

allowing a newcomer to connect &myset ofd existing nodes,
then the following is a necessary conditton

min{d,k}—1 notation, introduce
min{(d — )3, a} > M. (16) 1
; bié<1—%)% fori=0,....k—1. (23)

Furthermore, when this condition is satisfied, we know anphen the problem is to minimize subject to the constraint:
graphinG(n, k, d, a, 3) will have enough flow from the source

to each data collector. For this reason, we say kgimin{bi, al > B. (24)
min{d,k}—1 1=0
cs Z min{(d —7)3, a} (17) The left hand side of (24), as a function @f is a piecewise-
i=0 linear function ofc:

is the capacity for (n,k,d, «, 5) regenerating codes (where ka, a € [0, bo]
each newcomer can access any arbitrary sét obdes). bo + (k = 1)a, a € (bo, bi]

Note that ifd < k, requiring anyd storage nodes to have C(a) = ¢ : . (25)
a flow of M will lead to the same condition (c.f. (16)) as bo+...+beo+a, ac (b, bpi]
requiring anyk storage nodes to have a flow 8fl. Hence in bo 4+ + b_1, o € (by_1,00)

such a case, we might as well getasd. For this reason, in
the following we assumd > k without loss of generality.
We are interested in characterizing the achievable trésleo
between the storage and the repair bandwidttis for some
given (n, k). To simplify our notation we drop the explicit

Note from this expression th&l(«) is strictly increasing from
to its maximum valuéyg + ... + bp_1 as« increases from
to by_1. To find the minimuma such thatC(«) > B, we
simply leta* =C (B) if B<bg+ ...+ by_1:

dependency ofn* in n,k for this optimization. To derive 2. B € [0, kbo]
the optimal tradeoffs, we can fix the repair bandwidth and B=bo, B € (kbg, by + (k — 1)by]
solve for the minimuma such that (16) is satisfied. Recalla™ = :
that v = dg the total repair bandwidth, and the parameters : :
. k—2 k—2 k—1
(n,k,d,a,~) can be used to characterize the system. We are B - Zj:() bj, Be (Zj:() bj + bi—2, Zj:o ba}
interested in finding the whole region of feasible poifitsy) (26)
and th_en select the on.e.that minimizes storager repair gq; _ 1,...,k—1, thei-th condition in the above expression
bandwidth~. Consider fixing bothy and d (to some integer is:
value) and minimizey; ' i
B — Zj:o bj
A ok = —————
a*(d,y) =min  « (18) k—i
k—1 i 1—1 7
subject to: Zmin{(l— 3) 7,04} > M. for B € ij+(k—i)bi,1,2bj+(k—z‘—1)bi )
i=0 j=0 Jj=0
Now observe that the dependencedmust be monotone: Note from the definition ofb;} (23) that
i—1 i—1 .
a(d+1,7) <a’(d,7). (19) o k—1-j
- . . . 2 =2 (1-—g— )
This is because* (d, ) is always a feasible solution for the 3=0 J=0 o
optimization fora* (d+1,~). Hence a larged always implies . {Z (1 k- 1> n i(i — 1)}
a better storage—repair bandwidth tradeoff. d 2d
2d—2k+i+1
4This, however, does not rule out the possibility that the auiris larger =m 2d ’

if a newcomer can choose thikexisting nodes to connect to. We leave this

as a future work. = VQ(i)a



and
7

> b+ (k—i—1)b;

j=0
()P rir2 2];;_Z+2+(/€—i—1)7(1—7k ; ’)
ik —i% — i+ 2k + 2kd — 2k

=y 5 :

:

Tray

where f(i) andg(i) are defined in (2)(3). Hence we have:

_ B—g(i) 1B 1B
ax = T forB€<f(i_1),m].

The expression ofv*(d, ) then follows. [ |

13



